PopMaAbHble MOAEAM NPOrpamMMm

BBoaAHOe 3aHATHE

O630p Kypca. NpeanocbiAkU K 3apave opMarbHOM BepuUdPUKaL UM,
akTyaAbHOCTb. CoBpeMeHHble MeTOAbI BepuduKauum nporpamm
(peueH3upoBaHue, TeCTUPOBaAHUE, CTaTUYECKNIA aHaAU3,
dopmaAbHaa BepudpUuKaLUs) U UX MHTErpaLmsa B NpoLLecchl
pa3paboTku

1 — Maxkcum AAexkcaHapoBuu KpuBuukos, H.c. HNN mexannkn MI'Y
maxim.krivchikov@gmail.com

Matepumaabl kypca: https://maxxk.github.io/formal-models-2015/


mailto:maxim.krivchikov@gmail.com
https://maxxk.github.io/formal-models-2015/

O630p Kypca

B atom cemMecTpe — 6oAee TeopeTU4eCKne BOrpochbl.

KakMm obpa3oM B NPUHLIMME MOXKHO YTO-TO AOKa3biBaTb MPO NMPOrpaMMmbl

KakuMe MaTemMaTU4YeCKMe MOAEAU UCMOAb3YIOTCA AAS OMUCAHUS BbIYMUCAEHUMN

TEOpUS AASl OAHOTO U3 MOAXOAOB K BepUdMKaLMM — NPOrPaMMUPOBAHMIO C
3aBUCMMbIMU TUMAMMU

3TOT NOAXOA TECHO CBSA3aH C aKTUBHO Pa3BMBAIOLLMMCS HarNpaBAEHUEM COBPEMEHHOM
MaTeMaTUKM — TEeOpUen TUMOB

B caeaytowem cemecTpe(npeABapUTEABHO) — MPaKTUYECKME BOMPOChHI:

KaK OMMCbIBaTb CEMAHTUKY NPOrpaMMm U SI3bIKOB NPOrpaMMUPOBaHNS (MOHaAbI)

KaK OMUCbIBATb OTAEAbHbIE aCMEKTbl UCMOAHEHUS NPOrpamMmm

KaK BbINMOAHATb AOKa3aTEAbCTBA CBOMCTB NMpOrpamm

YTO AeAaTb, YTOObI TaKMe AOKa3aTEeAbCTBA ObIAO PeaAbHO MOAYYUTb Ha MpaKkTHKe
(NpeAMeTHO-OpPUEHTUPOBaHHbIE A3bIKK U BbIBOA TUMOB)

pasbop cywecTsytowmx pesyabtaTtoB (komnuaatop C CompCert, sapo OC Sel4)



[Toxo)xue Kypcbl B APyrmx YyHMBepcuTeTax
MUpa
[lepBbItt cemecTp:

e CMU (US) 15-819 Homotopy Type Theory — AocTaTo4HO NMoxoxe Ha nporpammy
3TOro cemecTpa

e VHusepcutetr Crokroabma (LUseuns) MM8036 htl5 Type Theory

e VHusepcutet HemereHa (Huaepaanabl) IMCOI10: Type Theory and Coq

e VHusepcuteT HoTTuHrema (Beankobputanus) G52IFR Introduction to Formal
Reasoning

Bropoit cemecTp:

e Cornell University (US) CS4110-CS6110
e University of Edinburgh INFR| 1114 Types and Semantics for Programming Languages
e University of Texas in Dallas CS 6371: Advanced Programming Languages


http://www.cs.cmu.edu/~rwh/courses/hott/
http://kurser.math.su.se/course/view.php?id=330
http://cs.ru.nl/~freek/courses/tt-2011/index.html
http://www.cs.nott.ac.uk/~psztxa/g52ifr/
http://courses.cornell.edu/preview_course_nopop.php?catoid=26&coid=405252
http://courses.cornell.edu/preview_course_nopop.php?catoid=26&coid=405289
http://www.drps.ed.ac.uk/15-16/dpt/cxinfr11114.htm
https://www.utdallas.edu/~hamlen/cs6371fa08.html

O6wan nHpopmauusn

OcHoOBHble MaTepUaAbl AASl MOATOTOBKM — MO MPEe3eHTaLMsAM; MO OCHOBHbIM TeMam B6yAyT
CCbIAKM Ha AUTEPATYPY AASl PACLUMPEHHOrO M3y4eHUs (B TOM YMcAe — OBHOBASIEMBIN
CMUCOK AUTEPATYPbl Ha CalTe)

K)’PC YNTAETCA BMnepBble, MO3TOMY NMPUHUMAIOTCA 3aME€YHaHNA U MNMPEAAOXKEHUA NO
COAEPXKAHUIO B LLEAOM U MO OTAEAbHbIM aACMNEKTaAM U3AOXKEHUA.

Atobble BO3HMKalOLLME BOMPOCHI AyYLUE 3aAaBaTh MPSAMO MO XOAY 3aHATUS.



3ayéT/a3K3aMeH

Kypc — obs3aTeAbHas kadeapaAbHas AUCLIMMAMHA; HACKOABKO Sl MOHUMAIO, BCE OCTaAbHble
MOTYT CAQBaTb €ro Kak CreLKypc.

B sTom cemectpe — 3a4é€T (AAa 510 rpynnbl) nAM ak3aMeH (AAS OCTaAbHbIX).

B cAeaylolem cemecTpe Kypc MPOAOAXKMTCS MOA HazBaHMeEM «PopMaAbHble MOAEAU U
BepudUKaLMa CBOMCTB MPOrpamMmy», MO 3TOMY Kypcy ByAeT 3K3aMeH AAS BCEX.

B pamkax kypca 6yAyT BbIMOAHSATbCS 3aAaHUSA AASl CAMOCTOSITEABHOIO BbINMOAHEHUS «CO
3Bé3poukamMmy. OaHa «*» — nAoc NoA-6aAAa Ha ak3ameHe. [prMHMMalOTCA NpeAAOKeHUS
MO 3aAaHUSAM, HE BKAIOYEHHBIM B CMIMCOK, HO MO3BOASIIOLLUM AyYlle MAAIOCTPUPOBATb TEMbI

Kypca.



BeepeHUue



[IporpaMmMbl OKpy>KaloT Hac

Hanpumep, B caeaytowmx cdbepax xu3Hu obuiecTea:

® pa3BAeYEHMUS
e pabouue mecTa
® KOMMYHMKaLMK
® TpPaHCNOpT

* MeAMUMHA

® Hayka

® MPOM3BOACTBO
® 3HepreTuKa

® BOOpPY>XeHUe



[TlporpamMmmbl NULLYT HA pa3HbIX A3blKax
NpOrpaMMmMpoOBaHUA

C JavaScript:

5.9% (74) 6e3 Al,

40.5% (509) ucnoabzytot oamH All,

26.8% (337) ucnoab3yioT aea All,

26.8% (336) ncnoabsytoT Tpu 1 boaee All.

Bes JavaScript un penosutopues 6e3 s3bikoB

e 51.6% (239) ncnoabsyiot oaun All,
e 25.5% (118) ncnoabsyiot asa All,
e 22.8% (106) ncnoabsyiot Tpu 1 6oaee All.

AaHHble noAyyeHbl no 1256 penosutopusm GitHub, Hanboaee nonyAsapHbIx no
KOAMYECTBY FOAOCOB MOAb30BAaTEAEN U MO KOAUYECTBY NPOU3BOAHBbIX peno3sutopues B 2013

FOAY.



[lporpammbl MopAuPULUpPYIOTCA U
YCAOXKHAIOTCA

GNU gzip (yTuAanTa AA9 ©KaTuAa AaHHbIX)

Bepcun 1.2.4 — 1.6 (1993-2013)
X 6 ¢anaos, X 7 cTpok
(34 — 216 dannos, 5.8 — 42 TbIC. CTPOK KOAQ)

Aapo OC FreeBSD aAa apxutekTypbl i386
sepcim 2.0.5 — 8.4 (1995-2013)

X 8 ¢annos, X 12 ctpok
(1066 — 8860 darinos, 280 — 3380 Tbic. cTPOK KOAQ)

AaHHble noayyeHbl yTuanton CLOC [.60 ars caeayrowmx Tunoe ¢panaos: C, C++, C/C++
Header



[Mporpammbl copeprkaT oLMOKH

Coverity Scan Open Source Report 201 3:

CraTtnyeckun aHaaus koaa 741 Open Source npoekta ot = |0 Tbic. cTpOK A0 = 8 MAH
CTPOK, B cpeaHeM = 340 TbiC. CTPOK Ha NPOEKT

[MAoTHOCTL O6HapykeHHbIX ownbok: 0.59 Ha | Thic. cTpok koaa. Aas He6OAbLLMX
npoekToB MacwTaba gzip (42 Tbic. cTpoK) — B cpeaHeM 24 owmnbku obHapykeHo

B.B. Avnaes otmevaert [I1]:

BblcOKOoKayecTBeHHoe 1O umeeT nAoTHocTb nopsiaka 0.20 ownbok Ha | Teic. cTpok

KOAQ
CYLLECTBYIOLLMMMN CPEACTBAMU AOCTMXKMMA MMHUMaAbHas MAOTHOCTb nopsiaka 0.05

ownbok Ha | Tbic. CTPOK KoAQ

[I] Aunaes B.B. INporpammHas nHxxeHepusa. MeTopoAormyeckne ocHoBbl: Yy4ebHUK



Ownbku B nporpammax MoryT npMBOAUTDb
K KaTaCTPO(PUUYECKUM NMOCAEACTBUAM

VassumocTtu B INO

Stuxnet, MpaHckasa spepHasa nporpamma (2009) — npeAnOAOXKUTEABHO, MOBPEXAEHDI
LLeHTpUYru, UCNOAb3yeMble NpU oboralleHnn ypaHa

HekoppekTHasa paboTta MO

«®oboc-I'pyHT» (201 |) — yTpayeHa aBTOMaTMYECKas MeXMNAAHETHas CTaHUuMS, ywepb
=5 mApa pyb.

[MaHaMma, ycTaHoBKM AydeBom Tepanun (2000-2001) — nocTpaasaro 28 yeaosek, Normbao
He MeHee 5

Therac-25, yctaHoBku AyyeBon Tepanum (1985-1987) — 6 noctpasaswmx, 3 nornbmx
FADEC (Chinook HC.2), otka3 1O ynpaBAeHus ABUraTeaeM BEPTOAETA — OAHA U3
BEPOSATHbIX NpUYMH KpyweHus B 1994 r. — 29 nornbmx



UAU K MeHee KaTacTpodHUECKUM, HO BCE
pPaBHO CEpbE3HbIM

VassumocTtu B INO

e OpenSSL Heartbleed (CVE-2014-0160) — 3HaunTeAbHas yactb TLS-cepeepos B
NHTepHeT (nonyaspHble ancTpnbyTtusbl Linux — Debian-based, RedHat-based;
OpenBSD, FreeBSD, NetBSD, poyTtepsl Cisco, Juniper, ...) uMeAn yS3BUMOCTb B
TeyeHue boaee | roaa

e (NoAcTaBbTE yS3BUMOCTb, O KOTOPOM Bbl YUTAAM 32 MOCAEAHME MOATOAR, 32
MCKAIOYEHMEM Pa3AUYHbIX TAMMUHI-aTak)

HeAoKyMeHTMpOBaHHbIE BO3MOXKHOCTH

e Volkswagen (2015) — 3aHuxaAncb AaHHble MO BbIBpOCaM BpeAHbIX BELLECTB
AU3EAbHbIMU ABUIATEASIMU, KOMMAHUIO OXMAAeT WTpad Ao |8 MApA. AOAA.



ADAM MANN SCIENCE 11.07.11 3:52PM

RUSSIA RETURNING TO MARS
AFTER 1>-YEAR BREAR




Poboc-IpyHT (Wikipedia)

2011 r. 9 Hosbpa — 3anyck U OXKMAAEMOE BbIBEAEHME Ha TPaekToputo NMoAéta k Mapcy:
00:16:02.871 (MCK) — cTapT
00:27:31 (T+688 cek) — packpbiTUe COAHEYHbIX baTapel, MPUEM TEAEMETPUM,
opueHTaums, 3apsa batapeit
02:55:47.981 — nepBoe BkAlOYEHME MapLUEBOM ABUraTeAbHOM yYcTaHOBKM AMC He
COCTOSIAOCh; 6AOK 6akoB cHpoLueH He BblA; MOCAE AAUTEABHBIX MOUCKOB C NMPUBAEYEHUEM
POCCUMCKMUX U AMEPUKAHCKUX CUCTEM KOHTPOASI KOCMUYECKOTO MPOCTPAHCTBA CTaHLMS
6biAa OBHapyKkeHa; BEpPOSATHO, NPOM3OLLEA cOOM NPU MEpPEXOAE OT OpPUEHTALMMU MO
COAHLLY K OpUeHTaLMK NO 3BE3AAM; BO3MOXHO, YTO He MpOLUAA KOMaHAQ AATYMKOB Ha
BKAIOYEHME ABUIATEABHOM YCTAHOBKM; MO YTOYHEHHBIM NapaMeTpam opbuTbl 1 3anacy
SHEpPrumu, UMeeTCs 2-HEeAEAbHbIN 3anac BpeMeHU, YTobbl 3aHOBO nepeaatb B AMC
NpOrpamMy MOAETA,

2011 r. 10 HOs6psa == APOAOAXKEHME MOMbITOK yCTaHOBUTL cBA3b ¢ AMC:
OcyLiecTBAEHO HECKOABKO 6e3ycnew K YCTAHOBWTb CBA3b C MEXMAAHETHOM
CTaHLUMeEN; NonbITKU 6 2 #‘-Ek”\ I'IbAKAIO‘—IaET CBOW CTaHLUMU, HO TOXe
33y CMIELUHO.
u.«*x\nf

2012 r. I5 anBaps, 21:40...22:10 (Mélﬂ) 1097, 3apUKCUPOBAHHDIN BUTOK OPEUTBI —
cHukenne AMC «®ob6oc-TovHTHRANAD TS aTMBEbeDbl. NDbeKpalleHue



https://ru.wikipedia.org/wiki/%D0%A4%D0%BE%D0%B1%D0%BE%D1%81-%D0%93%D1%80%D1%83%D0%BD%D1%82

LI 4 L] L} - L} L]

CYLLLECTBOBaHUSA (a3pOoANHAMUYELKUM né’perpeg, LQ nyeckoe pa3pyu.|eHl4e U CropaHue),
BO3MOXHO€E MaAeHMEe HeCropes

gemﬁﬁ: i yacTu Trnxoro okeaHa, KOxHoM
AmepuKe 1 3anapAHOM YacTh ATAaHTUYECK Ha (3aKMO‘-IeHMe Pockocmoca Ha ocHoBe

OTCYTCTBMSA annapata Ha opHUTENO' AAHHbIN JPEACTB KOHTPOASI KOCMUYECKOTO
POCTPaHCTBa). o

g




Cnyeracmsal
Bosspeuwaemanl anngpam

kTimes, IEEE

MNEQETETHO20

The report blames the loss of the pro eon memory ChIpS at became fatally damaged by
cosmic rays. The probe died so sudd n that | %Jdn t even.send an error message, but
investigators concluded-the only pIaps;bIe fai hgbu e mechanism-was the simultaneous
disabling of two identical chip§ in the. dual-c&p % r control system, causing both to
restart simultaneously. This in Ie@tgsﬁ_uto ilot going into “safe mode” while
maintaining the spacecraft’s orientation to the'sun. (That reorientation was observed in
the ensuing days as thrus i isturbed the probe’s orbit.)

AR L

finox Garoe
Phobos-Grunt was supposed to" ructions from Earth, but it never

received them; in an incredible desigh oversight, the probe could receive
emergency instructions only after a successful departure from parking
orbit.


http://geektimes.ru/post/139819/
http://spectrum.ieee.org/aerospace/space-flight/did-bad-memory-chips-down-russias-mars-probe

Toyota

e However, on October 24, 2013, a jury ruled against Toyota and found that unintended
acceleration could have been caused due to deficiencies in the drive-by-wire throttle
system or Electronic Throttle Control System (ETCS). Michael Barr of the Barr Group
testified that NASA had not been able to complete its examination of Toyota's ETCS
and that Toyota did not follow best practices for real time life critical software, and that
a single bit flip which can be caused by cosmic rays could cause unintended acceleration.
As well, the run-time stack of the real-time operating system was not large enough and
that it was possible for the stack to grow large enough to overwrite data that could
cause unintended acceleration. (Wikipedia)


https://en.wikipedia.org/wiki/2009%E2%80%9311_Toyota_vehicle_recalls

Toyota (EDN Network)

Barr's ultimate conclusions were that;

Toyota’s electronic throttle control system (ETCS) source code is of unreasonable
quality.

Toyota’s source code is defective and contains bugs, including bugs that can cause
unintended acceleration (UA).

Code-quality metrics predict presence of additional bugs.

Toyota’s fail safes are defective and inadequate (referring to them as a “house of cards”
safety architecture).

The ECM software formed the core of the technical investigation. What follows is a list
of the key findings.

Mirroring (where key data is written to redundant variables) was not always done. This
gains extra significance in light of ...

Stack overflow. Toyota claimed only 41% of the allocated stack space was being used.
Barr's investigation showed that 94% was closer to the truth. On top of that, stack-
killing, MISRA-C rule-violating recursion was found in the code, and the CPU doesn't
incorporate memory protection to guard against stack overflow.


http://www.edn.com/design/automotive/4423428/Toyota-s-killer-firmware--Bad-design-and-its-consequences

Toyota

Two key items were not mirrored: The RTOS' critical internal data structures; and—
the most important bytes of all, the final result of all this firmware—the
TargetThrottleAngle global variable.

Although Toyota had performed a stack analysis, Barr concluded the automaker had
completely botched it. Toyota missed some of the calls made via pointer, missed stack
usage by library and assembly functions (about 350 in total), and missed RTOS use
during task switching. They also failed to perform run-time stack monitoring.
Unintentional RTOS task shutdown was heavily investigated as a potential source of the
UA. As single bits in memory control each task, corruption due to HW or SWV faults
will suspend needed tasks or start unwanted ones. Vehicle tests confirmed that one
particular dead task would result in loss of throttle control, and that the driver might
have to fully remove their foot from the brake during an unintended acceleration event
before being able to end the unwanted acceleration.

A litany of other faults were found in the code, including buffer overflow, unsafe casting,
and race conditions between tasks.



Airbus (ArsTechnica)

As Ars reported on May 19, Airbus had issued a warning to its military customers about a
potential software problem in the engine control software for the A400M. The release of
the exact cause of the crash, however, had been delayed because a Spanish magistrate
placed the flight data recorders from the aircraft under seal. Airbus has since been able to
obtain the flight data, which Lahoud said confirms that the engine control software had
been improperly configured during the installation of the engines on the ill-fated aircraft.

"The black boxes attest to that," Lahoud told Handelsblatt. "There are no structural
defects, but we have a serious quality problem in the final assembly." The error was not in

the code itself, but in configuration settings programmed into the electronic control unit
(ECU) of the engines.


http://arstechnica.com/information-technology/2015/06/airbus-confirms-software-configuration-error-caused-plane-crash/

HOW THE HEARTBLEED BUG WORKS:

SERVER, ARE YOU STiLL THERE?

IF 50, REPLY "POTATO" (6 LETTERS).

)

ser Meg wants these 6 letters: POTRTO.

ser Meg wants these 6 letters: POTATO.

I .Ool

O
HearBleed

SERVER, ARE. YOU STiLL

THERE?
IF 50, REPLY “BIRD" (4 LETTERS)X [< C

)

d.com/|354

thess 4 letters: BIRD.

User Meg wants

Hrm. ..

User Meg wants
these 4 letters: BIRD.

OO
Co (9]



https://xkcd.com/1354/

SERVER, ARE. YOU STILL THERE?
IF 50, REPLY "BIRD" (4 LETTERS).

J

s QgL ifsEhere,

IF 50, REPLY "I-HT" (500 LETTERS).

/

ser Meg wants these 500 letters: HAT.

Eve :zu:m.m.stra.tﬂcrb wan

ctions" page.

ts to set server’'s master key to "14E8
350385347, Isabel wants pages about "
anakes bub not too long". Uasr Faren
S m_chrxa‘nqc acxnmt password to '

IHAT Luycas requests the "missed conne



https://xkcd.com/1354/

Heartbleed (Open

diff --git a/ssl/dl_both.c b/ssl/dl_both.c
index 7a5596a..2e8cf68 100644 (file)
@@ -1459,26 +1459,36 @@ dtlsl process heartbeat(SSL *s)
unsigned int payload;
unsigned int padding = 16; /* Use minimum padding =~/

- /* Read type and payload length first */
- hbtype = *p++;

- n2s(p, payload);

pl = p;

/* Read type and payload length first */
if (1 + 2 + 16 > s->s3->rrec.length)
return 0; /* silently discard */
hbtype = *p++;
n2s(p, payload);
if (1 + 2 + payload + 16 > s->s3->rrec.length)
return 0; /* silently discard per RFC 6520 sec. 4 */

+ 4+ + + 4+ + + + N

pl = p;



http://git.openssl.org/gitweb/?p=openssl.git;a=commitdiff;h=96db902

HeobxoAMM KOHTPOAb KavecTBa
NPOrpaMMHbIX MPOAYKTOB

BepudpukaLmsa
NPOLLECC, LLleAblO KOTOPOrO ABASIETCS MOKa3aTb COOTBETCTBME MPOAYKTA, CEPBMCA AU
cucTeMbl TpeboBaHMAM, cneumnPpUKaumam U APYrMM YCAOBUSM, KOTOPble
HAaKAQAbIBAlOTCA Ha NMPOAYKT

BaAMAaumA
MPOLLECC, LLEAbIO KOTOPOIO AABAAIETCA OMPEAEAUTb AAEKBAaTHOCTb NPOAYKTa, CEpBUCa
UAU CNCTEMDI I'IOTpe6HOCTFIM 3daKa34UuKa



PeueH3npoBaHue (code review)

— DKCMNEPTHbIM KOHTPOAb KayeCTBa KOAQ.

|. ®opmaansoBaHHbIN npouecc (Hanpumep, Fagan inspection)

OTAEAbHas CTaAus pa3paboTku

60oAbLLOE KOAMYECTBO YHACTHUKOB U POAEN
HECKOAbKO 3TanoB

KpUTEpUMH

2. HedopmaansosaHHbIN npouecc

PeLleH3UpPOBaHUE «M3-3a CMUHBIY

KOMMMUTbI no email

MapHoOe NporpaMmmMMpoBaHue

CPeACTBa peLeH3npoBaHus (Hanpumep, Reviewable)
pull-requests


https://en.wikipedia.org/wiki/Fagan_inspection
https://reviewable.io/

PeueH3upoBaHue B Mozilla

[MpoekT Servo (NepcnekTUBHBIM NapaAAeAbHbIM ABMXKOK VWeb-bpay3epa)

e paspaboTka Bepétcsa Ha GitHub
® BCE U3MEHEHMUS B KOA BHOCATCS B OTAEAbHbIX BETKaX, KOTOPbIE BAMBAIOTCA B OCHOBHYIO
NMOCAE peLLeH3MPOBaHUS

[pumep: #7204 Very basic touch events and touch scrolling
[Mpumep peueH3nn aaa Toro ke PR: servo/servo #7204 @ Reviewable.io


https://github.com/servo/servo/wiki/Design
https://github.com/servo/servo/pull/7204/
https://reviewable.io/reviews/servo/servo/7204

PeueH3upoBaHmne B Chromium

[Mpumep PR/peueHsuu: https://codereview.chromium.org/1234223005/#ps26000 |


https://codereview.chromium.org/1234223005/#ps260001

PeuensnpoBaHue B appe OC Linux

[Mpumep PR/peuensuu: https://lkml.org/lkml/2015/10/1/521


https://lkml.org/lkml/2015/10/1/521

CpeacTBa peueH3upoBaHua B GitHub

https://github.com/atom/atom/pull/67 | 2#discussion_r33490479


https://github.com/atom/atom/pull/6712#discussion_r33490479

(AmMHamuueckoe) TecTtupoBaHue

® MpOLLECC UCCAEAOBAHMUS, BbINMOAHSAEMBIN C LLIEAbIO NMPEAOCTABAEHUS «3aKa34yMKaMy
MHPOPMaALIMK O KavecTBe NMPOAYKTA MAU CEpPBMUCA.
e (oTAeAbHas boabluasa TeMa)
® KAaCcCUPUKaLNMU:
= pY4YHOE MAM AaBTOMATU3UpPOBaHHOE
= MeTOoAbl YépHoro/6eaoro/ceporo sumka
" |OHUT-TECTUPOBaHME, UHTErPaLMOHHOE, MHTEepPENCHO., CUCTEMHOE, MPUEMOYHOE
= perpeccMoHHoe TeCTUpOBaHMue
= smoke-TecTupoBaHue, sanity-TecTUpOBaHUE
= PYHKUMOHAAbHOE UAU HePYHKLMOHAAbHOE TeCTUpPOBaHME (MPOMU3BOAUTEABHOCTD,
6e3onacHOCTb, XUBYy4YeCTb, YAODBCTBO MCMOAb3OBaAHMS)



ABTOMaTHN3N POBaHHbI€ TOHUT-TECTDbI

describe("simple parsers", function() {
it("regex", () => {

const p = pr.regex(/h(i)?/);

(() => p.run("no")).should.throw(/h\ (i\)\?2/);
const rv = p.execute("hit");
rv.state.pos.should.equal(2);
rv.value[0].should.egl("hi");
rv.value[l].should.eqgl("1i");

})i
})
simple parsers 36) simple parsers regex:
vV reject
v succeed AssertionError: expected 0 to be 2
v end + expected - actual

v literal string
v consumes the whole string -0
36) regex +2

at Assertion.fail
(node_modules/should/lib/assertion.js:180:17)

at Assertion.prop.value
(node_modules/should/lib/assertion.js:65:17)

at Context.<anonymous>
(test/src/test_simple.js:43:25)



TDD / BDD

Test Driven Development / Behaviour Driven
Development

[Mepea Ha4YaAOM pa3paboTKM MOAYASl KOAQ pa3paboTUMK MULLET MPUMEPbI UCMOAb3OBaHUS
3TOro MoAyasi B popme TectoB. PazpaboTka MOAYAS YCAOBHO 3aBepLUaeTCs, KOrAa BCe
TECTbl KOPPEKTHO BbIMOAHSIOTCS.

[pumep: https://github.com/orfjackal/tdd-tetris-tutorial
— nuwem Tetris Ha Java ¢ ucnoabzosaHnem TDD (ecTb ckpuHKacTbl)

FallingBlocksTest
RotatingPiecesOfBlocksTest
RotatingTetrominoesTest
FallingPiecesTest
MovingAFallingPieceTest
RotatingAFallingPieceTest
And beyond...

N A WD~


https://github.com/orfjackal/tdd-tetris-tutorial

PerpeccuoHHble TecTbl

— TeCTbl, 32Aa4a KOTOPbIX — MPOBEPSATb, YTO NPU BHECEHUU U3MEHEHUI CYLLLECTBYIOLLLAS
$YHKLMOHAABHOCTb OCTaAaCb HEM3MEHHOM U YTO paHee YCTPaHEHHbIE OLWMOKKU He
BO3BPaLLLAIOTCS.

[TpMMEeHMMbI B TOM YMCAe U K HEPYHKLMOHAABHBIM TpebOBaHUAM (MPOU3BOAUTEABHOCTb).
[MpnbAnsmTerbHas cxema paboTbi:

[Noayyaem coobuieHme ob owmnbke.
Bocnpounzsoanm owimnbky.

[Muwem TecT, KOTOPbIM aBTOMaTUYECKM BOCTIPOU3BOAUT OLLIMOKY.
m
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Bcé paboraer.
[pumep:

e Harpenopt: https://github.com/meteor/meteor/issues/269|
e TecT: https://github.com/meteor/meteor/pull/5038


https://github.com/meteor/meteor/issues/2691
https://github.com/meteor/meteor/pull/5038

CDopmaAbele METOADbI B TECTUPOBaHUU

model-based testing nam specification-based testing: TecTbl reHepupytoTCa aBTOMaTUYECKU
Ha ocHoBe crneunprKaLMK MpOrpammbl

e 6ubanoTeka QuickCheck AN Haskell (n nponssoaHbie AA8 6OABLLOro KOAMYECTBA
Apyrmnx All)
e Teopusa koHpopmHocTu (L.B. BypaoHos, MCI'1 PAH)


http://www.cse.chalmers.se/~rjmh/QuickCheck/manual.html
https://en.wikipedia.org/wiki/QuickCheck

Fuzzing

— aBTOMAaTUYECKOE MAU MOAYaBTOMATHMYECKOE TECTUPOBaHME Ha boAbLLIOM Habope
KOPPEKTHO (MAUM HEKOPPEKTHO) CreHEPMUPOBAHHbIX BXOAHBIX AQHHbIX.

TEeCTUpOBaHME Ha OCHOBE CI'IeLI,MCI)MKaLI,MM BXOAHbIX AaHHbIX:

e Csmith, reHepaTop cAy4aliHbix KOppekTHbIX C-nporpaMm AAs TECTUPOBaHUS
KOMMUASITOPOB
e http://www.cs.utah.edu/~regehr/papers/pldil 3.pdf


https://en.wikipedia.org/wiki/Fuzz_testing
http://embed.cs.utah.edu/csmith/
http://www.cs.utah.edu/~regehr/papers/pldi13.pdf

Ctatyeckum aHaAU3

® aBTOMaTM3UPOBAHHas MPOBEPKA MCXOAHOIO Koaa (cTaTMyeckuin = 6e3 3anycka

MpOrpammbl) aArOPUTMOM, KOTOPbI MpeAHa3HaYeH AASl MOMCKA TOFO MAM MHOTO KAacca
AePeKTOoB.

e PyHAAMEHTaAbHOE OrpaHUYeHUe: aBTOMaTUYECKOE AOKAa3aTEAbCTBO CBOMCTB
MPOM3BOAbHBIX MPOrpamMM Hepa3peLLmMoO.

OAHO 13 OCHOBHbIX CBOMCTB — AOCTOBEPHOCTb (soundness) MAM HEAOCTOBEPHOCTb.

AocToBepHble METOABI CTAaTUYECKOIO aHaAM3a HE AQIOT AOXKHBIX HEraTUBHbIX PE3YAbTATOB
(HO AQIOT AOXKHbIE MO3UTUBHbIE).



[IpuMepbl HeAOCTOBEPHbIX CPEACTB

Kommepueckne cpeacTsa:
e Coverity — MCMNOAb30BaAaCb AAS CTATUCTUKM Ha MEPBOM CAaMAE

e PVS-Studio (poccurickas paspaboTka)
[Tpumep obHapy>keHHOM owKnbKK: UCNOAb30BaHUE YHKLMM memset NepeA TeMm, Kak
bydep BbIXOAUT M3 06AACTM BUAMMOCTU, MOXKET BbITb MPOUTHOPUPOBAHO
KOMMUASTOPOM.

static int crypt iv _tcw whitening(....) {
u8 buf[TCW WHITENING SIZE];
out:

memset (buf, 0, sizeof(buf));
return r;

CPeACTBa C OTKPbITbIM UCXOAHbBIM KOAOM:.

e Clang


https://www.coverity.com/
http://www.viva64.com/ru/pvs-studio/
http://habrahabr.ru/company/pvs-studio/blog/247271/
http://clang-analyzer.llvm.org/

CtaTuyecknim aHaAnM3 — AOCTOBEPHbIe
CpeACTBa

e Frama-C, OpenSource, npumep

int max array(int* a, int length) {
int m = a[0];
/*@
loop invariant 0<=i<=length; loop invariant
\forall integer j; 0<=3j<i ==> m >= a[j]; loop invariant
\exists integer j; 0<=j<i && m == a[j]; loop assigns 1i,m;
*/
for (int i = 1; i<length; i++) {
if (a[i] > m) m = a[i]; }
return m;

e Polyspace, kommepueckoe cpeacTBo oT pa3pabotunkos MATLAB, Ha canTte ecTb
NpUMepbl


http://frama-c.com/
https://bts.frama-c.com/dokuwiki/lib/exe/fetch.php?media=mantis:frama-c:tutorial:lifo-2014:slides.pdf
http://www.mathworks.com/products/polyspace/?s_cid=wiki_polyspace_2
http://www.mathworks.com/company/newsletters/articles/improving-software-quality-with-static-code-analysis.html?s_tid=srchtitle

ANHaAMMUYECKMM aHaAU3

aBTOMAaTU3MPOBaHHAs MPOBEPKa KOAQ M COCTOSIHMA MPOrpaMMbl B NMpoLEecce UCMOAHEHUS
AATOPUTMOM, KOTOPbIM MPeAHa3HaYeH AASl MOUCKA TOFO MAM MHOTO KAacca AePpeKTOB.
BHOCUT M3MEHEHUS B MPOLLECC MCMOAHEHUS NMPOrpaMMbl.

B LLEeAOM, UMeeT Te e PyHAAMEHTaAbHblE OrPaHUYEHUS, YTO U CTAaTUYECKUIM aHAAUS.
npumep: valgrind


http://valgrind.org/

PacnpocTpaHéHHbIe NOAXOADI HE
rapaHTUPYIOT OTCYTCTBUSA OLLUMOOK

e BusyaAbHbIN KOHTPOAb
= 3aBMCUT OT BKCMEPTHOIO MHEHMUS;
" He aBTOMaTU3UPOBaH;
= Ha 6oAbLLIMX OB6BEMAX KOAQ CAOXKEH B MPUMEHEHUM.
e (AMHaMMYeCcKoe aBTOMAaTU3MPOBAHHOE) TEeCTUPOBaHUE
= 60AbLION OOBEM KOAQ TECTOB MO CpaBHEHMIO ¢ kopoMm npoaykTa (SQLite: 80 Thbic.
cTpok koaa / 90 MAH. cTpok TecToB);
= TeCTbl HEOOXOAMMO MOAAEP>KMBATb B aKTYaAbHOM COCTOSIHUM;
= TeCTbl HE FAPaHTUPYIOT OTCYTCTBUA AedekTOoB/OWMOOK.
e CTaTU4ecKMi U AUHAMUYECKMIA aHAAU3
" HETPpMBMAAbHbIE CBOMCTBA HEpa3peLlUMbl corAacHo Teopeme Palica;
= HOAbLLOE KOAUYECTBO AOXKHbIX CpabaTbIBaHWUM;
" Ha NpaKTuKe BCTpeyvatloTcsa AedekTbl, HEOOHapy>KMMble CPEACTBAMM CTATUYECKOTO
aHaAm3a (OpenSSL Heartbleed bug: nHdopmaums packpeita 7 anpeas 2014 r.,
aAaNTUPOBaHHbIE CPEACTBA CTaTUYECKOro aHaAm3a nosisuamch |8 anpeas 2014 r.).



PopmarbHasa BepuPpUuKaLus

NpoOLLecC, pe3yAbTaTOM KOTOPOTO SIBASIETCS MOAyYEHME CTPOroro MaTemMaTuyecKoro
AOKa3aTeAbCTBa COOTBETCTBMSA NMpoOrpammbl Tpebyemoit cneumdpukaumm, HaAUuUsa y
nporpammbl Tpebyembix CBOMCTB.

HeaocTaTku:

SBASIETCSA TPYAOEMKUM U HAYKOEMKMM MPOLLECCOM
He MMeeT LUMPOKOro pacnpocTpaHeHus (B oTAMYME OT GopMaAbHOM BepuPpUuKaumm
annapaTHoro obecneyeHus)



O6AacTb NpUMeHUMOCTU GOPMAAbHOM
BepuUdpHUKaLmMm:

® PWCKM, MpeBbIIAIOLLME 3aTPaThl HA BEpUPUKaLUIO
® CAOXHOCTb CUCTEMBI

PaspaboTky nporpammbl HeO6X0OAMMO BeCTU C y4€TOM TpeboBaHUIM No e€ popMaabHOM
BepUPUKaLUM.

SelL4 — 3 TbIC. cTpok popMaabHbIX cneupndmkaumn, |0 Toic. cTpok koaa Ha C, 100 Toic.
CTPOK POPMAABHbBIX AOKa3aTEAbCTB.



[TpobAaemaTnKa popMaAbHOM
BepUdpmKaLum

Nporpamma — 3TO HECTPOrO OMNMpPEeAEAEHHbIM 0ObEKT peaAbHOro MMpa (MCMOAHMMBIN
KOA! MCXOAHBIM KOA! aArOpUTMbI?)

TpeboBaHUs — 3TO HECTPOro ONpeAeAEHHbIE MPEACTABAEHUS 3aKa3uMKa O TOM, Kak
AOAXHA BbIFASIA€Tb MpOrpamma

€CAM AOCTATOYHO AETAaAU3UPOBATH CneundurKaLmio, HE CTAHET AU OHA CAOXKHEE, YeM
nporpamma!’

He onpeAeAeHo, YeMy MOXHO AoBepaTb — U OC, u ctaHaapTHas bubanoTeka, U
KOMIMUASITOPbI COAEPXKAT OWMOKM U MOTYT BHOCUTb OLIMBKM B npoLuecc paboTbl
Nporpammsl



Cucrembl TMnoB u BepuduKauma

® B A3blKe€ NPOrpaMMMPOBAHUS CO CTAaTUUYECKOM TUMM3ALIMEN KOMIMUASITOP Ha dTane
NMPOBEPKU TUMOB BbINOAHSIET paboTy CTaTUYECKOrO aHAAUM3aTOPa — €CAU KOMIMUASITOP

NMPUHUMAET NPOrpamMmy, 3HaYUT OHA YAOBAETBOPSET cneunduKkaumm ¢ No3numi
6e3onacHoOCTH TUMNOB

® «BblpaduTeAbHble CMOCOBHOCTUY» CUCTEM TUMOB Pa3HbIX A3bIKOB MPOrPaMMUPOBaHMS
CYLLLECTBEHHO Pa3AMYalOTCH:

B AMHAMUYECKUX A3bIKAX €CTb TOABKO OAMH TUM

Ha s3bike GO He MOAYYMTCA CO3AaTb MOAb30OBATEABCKUIA TUM OBOBLLEHHBIX CMUCKOB,
COXpaHsas CTPOryio TUNM3aLUmio, Toraa kak B C, Hanpumep, noAyuutcs |, 2

Ha si3blkax Java, C#, C++ MOXHO 33paBaTb CAOXHbI€ MOAb30BaTEAbCKME
0606wweéHHbIe TUNbI (std: :map, Dictionary<TKey, TValue>)

a3blk Haskell nopaepkMBaloT MOAHOLLEHHBIM MOAMMOP$U3M C LLIMPOKUMMU
BO3MOXHOCTSIMU MO BbIBOAY TUMOB

instance (Eq a, Ord a) => Eq (Set a) where
(Set xs) == (Set ys) = (sort xs) == (sort ys)


https://github.com/udp/list
http://blog.kavinyao.com/2014/01/generic-linked-list-in-c/

[1AaH Ha cAepylOLWee 3aHATUE

PyHAAMeHTaAbHble MOAEAU BbIYUCAEHUH, MOHATHME 06 nx
3KBMBAA€HTHOCTM

® KaK BbILIAO, YTO MOAEAM BbIMUCAEHUI NPEALLECTBOBAAU MOSBAEHUIO NPOrPaMMUPYEMBIX
BbIYMCAUTEABHBIX YCTPOMCTB!?

® OCHOBHblE MOAEAM — aBTOMATbl U MalMHA TblOpUHIa, A-UCUUCAEHUE, YaCTUYHO-
PEeKYpCUBHbIE GYHKLMU, HOPMaAbHble aaropuédmbl Mapkosa

® MeHee M3BECTHblE MOAEAU BbIMUCAEHUMN

* (7) MHTEpaKTUBHbIE AEMOHCTpPaLMH

® MOHSTME SKBUBAAEHTHOCTU PYHAAMEHTAABbHBIX MOAEAEN BbIYUCAEHUM



3aAauUm «CO 3BE3AOUYKOMU

3aasava l.1 #%
CraTmcTUKa MO MCMOAB30BaHUIO A3bIKOB NporpammupoBaHusa no GitHub
(coBpemeHHas uAn boaee noaHas), BitBucket, Launchpad, kakum-To Apyrum
nonyAspHbim OpenSource-peno3sutopusm.

3asaua l.2a *
PeueH3usa Ha pparmeHT koaa 50-150 cTpok. Koa AoAkeH npeacTaBAsTb
3aKOHYEeHHbIM dparMeHT dbyHKUMOHaAbHOCTU. OpopmnTb peueHsuio B popme
KOMMEHTapUEB K KOAY.

3asaua .26 *%
AHaArornyHoe 3apaHue, HO B Napax — obMeHMBaeTech C NAapTHEPOM pparMeHTOM
CaAMOCTOSITEAbHO HaNMMCaHHOIO KOAQ M MULLETE peLLeH3MIO.

3aasava |.2B *%%
OTnpaeuTb pull-request B NpoeKT ¢ OTKPbITbIM MCXOAHBIM KOAOM, B KOTOPOM
MCMOAb3YIOT peLleH3upoBaHMe (MPUHMMAETCs peTPOCMEKTMBA).



3aAauUm «CO 3BE3AOUYKOMU

3aasava |.3a *

HanucaTtb Habop TecToB k cBOEMY KOAY (MPUHMMAETCS peTPOCMNEKTMBA).
3asaua 1.36 *

BoHnyc k 3apaue 1.2B, ecan B pull-request ecTb TecTblI.
3aasava 1.3B *%

BoinoAHUTb fuzzing-TecTMpoBaHMe CBOEro KoAa.
3aaauva |.3r %%

BbinoAHUTb fuzzing-TecTUpoOBaHME AAA MPOEKTa C OTKPbITBIM UCXOAHBIM KOAOM.
3aasauva |.4a *%

BbINOAHUTBL MPOBEPKY CBOEro KoAa CPEACTBAMM CTaTUYECKOrO aHaAM3a.
3asaua .46 *%%

BbINOAHUTBL NpOBEPKY CpeACTBAMM CTAaTUYECKOIrO aHAaAM3a NMPOEKTa C OTKPbITbIM

MCXOAHBIM KOAOM.



